Caitlin Diaz
Chapter 10 Exercise

Using your favorite search engine or the resources of your library, identify firewall
issues that might arise for a company that uses cloud computing in its online sales
system. In about 100 words, summarize your findings in terms of the perimeter
expansion problem.

In terms of the perimeter expansion problem, there are a few firewall issues that might
arise for a company that uses cloud computing in its online sales system. As more and
more companies allow employees to work offsite, there are more computers needing to be
protected by the firewalls the company uses to keep their information secure and with
cloud firewalls. More computers mean it’s more likely data breaches could occur because
of human error causing holes in the perimeter. With more computers to protect it also likely
a company uses more than one service provider, which can cause misconfigurations if the
providers’ configurations don’t align with each other.

Sources:

12 Cloud Security Issues: Risks, Threats & Challenges (crowdstrike.com)
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https://www.crowdstrike.com/cybersecurity-101/cloud-security/cloud-security-risks-threats-challenges/

